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DETACHABLE SUMMARY

A mejor cbiective of this study was to develey & mecthedsiogy for
determining the communications requiremerts to support the ci1vil defense
(CD) operations of a county and state. This includes as wzll the CD
coumunicetinns requirements for the state D subdivisicrn, £.g., & state
mutusl aid area. Communicationes requirements were deflned to include
circuits, equipments, and networks; and pclicies, plgas snd opevating
procedures pertaining to the communications sub-systems exteading {rom

the Emergency Operations Centers (EOCs) of these governmental laveis to

]

higher, subordinate and lateral EOCs, and to CD~supporting agencies.

The determination of circuit and sssociated materiel requirements
as developed in this study der nd upon the potential threat: the existing
and planned CD organization, concept of CD operaticns, and emergency CD
plans and operating procedures; and upon the communicastions neediines*
structure, graces of communication service selected, existing reso - rees,

and the added requirements for improved system survivability.

A seven step procedure for determining the circuit and materiel re-
quirements; preparation of associated communications plans and procedures;
and the formulation of an implementation program, is presented in this

report. A check list is included tc sssure that no steps ar? overlooked.

Certain basic principles and consideratious are nregsentad perteaining
to the determination of essential communications requivemerts, maximum
use of existing resources, advanced planning, joint pilanning with the
telephone company and other commercisl or public utility corganizaticns
that have communications ressurces, grades of service implications, pro-
gram management, and the need for determining communications requirements

of the various governmental echelons on & case-by-case basis. ¢

* A "needline" is defined as a requirement for a communication channei
or )linkage between any two CD elements or nodes (among agencies, ra-
cilities and key individuals) that must communicate with one ancther
to effect dire.tion and control and coordinstion of civil defensc
operations, ana to forward civil defense intelligence and other es-
sential information. The needline does not apecify the means, mode,
numbers of circuits or techniques of communications for this.
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ABSTRACT

A sgstep-by-step p.ucedure s presented for determining the communi-
cations requirements to support the civil defense (CD} operations of a
county, state subdivision, and a state. Communications requirements
inciude landline and radio circuits, networks and equipments, and the
complementary polici<s, plans, and operating procedures pertaining to
the communications systems and linkages that extend from Emergency Oper-
ations Centers {EOCs) of these governmentsal entities to -igher, subordi-
nate and lateral EOCs and to associated CD-supporting agencies. This
procedure or methodc'ogy considers the potential threat, the civil defense
organizstion and concept of operations, the roles and responsibilities of
participating agencies, and existing communications resources. It in-
cludes a 'needlines’ development, traffic analyses, system survivabhiiity
agsegsments, and the determination of ~ircuit rerirements based op the
grade of communications service selected. Guidance is furnishned 1n the
report jor thc priparation 0! tae essenfill CoT TeWeaio v o 1
comminications plans.
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I INTRODUCTION

Background

The mcthodologv presented Lore is a continuation of that given in
reference 4% which depicted a step by step procedure and rationale for
determining the civil defense (CD) communications requjrements+ of a com-
munity. This methodology is based on the research, findings, and conclu-
sions contained in Civil Defense Communications: Reguirements for Com-
munity, County and State; Mandelbaum and Cook, Stantord Recearch Institute,

September 1968 (OUO).

Objectives and Scope

The objectives and scope of this study are extracted from that stated

in Sections I and IV of the study named above and are quoted as follows:

"Objectives

1) Complete the development of a procedural manual for determin-
ing quantitative communication requirements of state and local

cvmergency organizations prior to, during, and after cmorgencies,

"Scope

t1' Bascd on established ewcrgency operations functicns and
carlier work, define communications traffic and circult require-
ments of state and local civil defense organizations as a func-

tion of time, anumbers and kKinds of messages, their length,

Frequent mention is made in this test to refervnce 4:  "Civil Defense
Communications: A Methodology for Determining Regquirements of a
Communtty,” SRI, August 1987. (See list of References in Volume 1.

As used in this repori, communications requirements include matertel
ceirceuits, equipments, and facilities:; doctrine concept of operations,
policies, plans and operating procedures ', and personnel requirements,
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priority and other characteristics..... . Develop a pianning
guide for communications for states . . . for various attack and

time phases."

Briefly, this volume covers the procedure for determining the CD
communications requirements of a county {operational area) and of a state
and its major subdivisions. It is similar in form and treatment to refer-

ence 4 which covered the CD communications requirements of a community.

The California Disaster Plan, the basic ermergency operations plan of
the state, describes an "operational area’ as o state CD agency embracing
the county aﬁd the municipalities in the count:, for assuring coordination
and mutual aid operations. Essentially, the "operational area' staft and
roles are those of the county; accordingly, the provisions of this method-

ology for the county will be equally applicable to the "operationnl area.'

The "Concept of Operations Under Nuclear Attack’ (FCDC Part G, Ch. 1,
App. 1) defines "operating zones" principally on the basis of geographic
area and to a lesser degree, population density. These zones can include
all or portions of communities and counties thi:t have an E(C and a zore
controller who is charged with CD responsibilities. The provisions of this
methodology for the county are similarly applicable to the "operating
zone' where it has an EOC and CD missions, roles, and respensibilities

equivalent to those of the county.

The state CD organization may contain sev:ral subdivisions, each of
which encompasses a designated number of counties, to faciiitate operational
direction and control and mutual aid. For example, the CD organization of
the State of California includes six mutual aid regions, esch of which in-
cludes a certain number of the 58 counties in the state. These mutual aid
regions have EOCs and staff organizations similar to those of the state CD
organization. Their CD operaticnal roles are also similar to the CD role of
the state. Accordingly, the following methodology for determining the CD
communications requirements of a state is equaily applicable to the CD

subdivisions of the state.



This report presents the procedure for any county or state in develop-
ing, costing, and programming the CD communications requirements that wculd
be generated by the threat, as well as by the direct and subsequeri fallout

effects of a nuclear attack.

Method of Approach

The approach used in this text consists of a series of consecutive
steps indicated in Figure 1. The steps are covered in detail in subsequent
paragraphs. A check list covering these steps is given in Appendix A at the

end of this volume.

The general approach to determine CD communications requirements of

the county and state was derived from the study and analysis of these re-

quirements for the County of Santa Clara, California, thc state of California,

and California Mutual Aid Region Ii. An assumed nuclear attack pattern was
used as a situation model, Consideration in the study was given to the many
variations among counties and states in such factors as geographic size,
population, number and sizes of counties and incorporated municipalities, *
threat, emphasis on CD matters, CD organizations, concepts of operations,

supporting departments and agencies, and communications resources,

* Incorporated municipalities, cities, and towns ar¢ synonomous and are
used i1nterchangeably in this study. Unincorporate¢ i municipalities and
rural :ireas are so stated.

e
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FIGURE D

STEPS IN DETERMINING CiViL DEFENSE COMMUNICATIONS
REQUIREMENTS FOR A COMMUNITY, COUNTY, OR STATE

REVIEW POTENTIAL THREAT

1

REVIEW CONCEPT OF OPERATIONS;
CD ORGANIZATION AND DISPOSITIONS;
CD PLANS AND SOP's

] _

REVIEW EXISTING COMMUNICATIONS

PLANS, POLICic5, AND PROCEDURES; |
| DERIVE COMMUNICATIONS NEEDLINES

{

INVESTIGATE COMMUNICATIONS
RESOURCES; ASSESS VULNERABILITY

f

| T——

DERIVE CIRCUIT AND E(Jd!?.’\\Ei\; REQUIREMEN TS

A. Formulote bosic needline structure to support CD organization and operations.

B. Determine numbers and types of circu
(1) needling structure

its, based on

(2) grade of communications service required

(3) increased system survivability

C. Determine numbers and types of communications circiiits and equipment required.

Y

PREPARF COMMUNICATIONS
l PLANS AND PROCEDURES

!

DEVELOP IMPLEMENTATION PROGRAM

communications for this channel (or channels).

* A "neeuline” is defined as a requirement for a communications channel or linkage
between any two CD elements or nodes (among agencies, tacilities, or key individuals)
that must communicate with one another to etfect direction and control and coordinarion
of CD operations, ond to forward CD intelligence and other essential information. The
needline doses not specify the means, mode, numbers of circuits, or techniques ot




11 GENERAL CONSIDERATIONS

Basic Assumpticns

The determination of requirements is based upon the following assump~
tions:
1. Sufficient c¢ircuits will be providel to assure timely handling
of peak loads ci the highest precedcnce traffic within prescribed

grades of service (i.e., within acceptable time delays).

The circuitry that is adequate to handle peak loads of high prece-
dence traffic will aleo handle low precedence traffic without

undue delay.

The circuitsy w111 be at least survivable as the facilities

served.

The emergency communications system will be designed to cope

with the maximum loads of essential traffic generated under the

"worst case' situations. The worst case sitvation occurs when

the maximum amount of high precedence traffic is generated at any

one time or period by the maximum number of subordinate elements.

For example, a worst case situation would occur in a county when all

its municipalities were affected by blast damage, firc, and talleut at the
same time -- and NUDET, damage and casualty, RADEF, eor request for aid

mecsages were filed by all simultaneously.

Basic Principles

The following considerations and principles which affect communication

requirements ave applicable:

To the practical maximum, coperating departments or agencies of
government will perform assigued emergency activities similar to

those thev normally perform in peacetime. Emergency operations

will be carried out principailly at the local level (FCDG Ch. A-2,

p. 6). Mutual aid and coordination of operations will be conducted

at state and state subdivision levels.
e
)




Maximum use should be made of existing communications resources

in planning for CD communications. Aay reguired additions should
be inreorporated i .to the peacetime system and uscd to the maximun
for normal daily operations. This procedure will ensure the avail-
ability and readiness of a CD communications system in the event

of an emergency. The stiructure and operating procedures of the

CD communications system should be similar, insofar as practica-
ble, to those established for the normal peacetime use of the

communication resources concerned.

A basic CD organization, concept of operatiors, and an operations
pian developed by the county and state are essential to, and must
be developed in advance of, the determination of communications
requirements. These must be developed well in advance of any

emergency,

TLe funding support for CD capabilities and facilities (including
communicacions) will vary appreciably with the potential threat
and the financial ability of the county and state concerned. In
the continued absence of grave international tension and immediate
thyeats of nuclear attack, the allocations of funds at the federal,
state, and local levels will become increasingly limited. Accord-
ingly, plans for CD communications systems shou’i be developed

from an austere viewpoint.

The most important factor in determining the number of circuit
terminals in each element (node) of the CD organization is the
comrzhd decision (by the executive authorities and as recommended
by the administrative and CD authorities) concerning the desired
grade of communication service required during an emergency sit-

uation.

The number of incorporated communities and CD supporting agencies
in the ccunty, counties in a state subdivivion, and number of
state subdivisions as well as the needlines among these nodes,

are central in the communications,




II GENERAL CONSIDERATIONS

Bagic Assumptions

The determination of requirements is based upon the following assump-

ticons: !
1. Sufficient ircuits will be provided to assure timely handling

of peak loads ¢f the highest precedence traffic within prescribed

grades of service (i.e., within acceptable time delays).

2. The circuitry that is adequate to handle peak loads of high prece-
dence traffic will also handle low precedence traffic without

undue delay.

3. The circultry will be at least as survivable as the facilities

served.

4. The emergency communications system will be designed to cope
with the maximum loads of essential traffic generated under the
"worst case' situatio . The worst case situation occurs when
the maximum amount of high precedence traffic is generated at any

one time or period by the maximumn numbeyr of subordinate elements.

For example, a worst case situation would occur in a county when all
its municipalities were affected by blast damage, fire, and fallout at the
same time -- and NUDET, damage and casualty, RADEF, or request for aid

messages werc filed hy all simultaneously.

Basic Principies

The following considerations and principles which affect communication

requirements are gpplicable:

1. To the practical maximum, operating depariments or agencies of
government will perform assigned emergency activities similar to
those they normally perform in peacetime, Emergency operations
will be carried out principally at the local level (FCDG Ch. A-2,
p. 6). Mutual aid and coordination of operations will be conducted

at state and state subdivision levels,

5




Maximum use should he made of existing communicactions resources

in planning for CD communications. Any required additions should
be incorporated into the peacetime system and used to the maximum
for normal) daily operations. This procedure will ensure the avail-
ability and readiness of a CD communications system in the event
of ar emergency. The structure and operating procedures of tie

CD communications system should be similar, insofar as practica-
ble, to those established for the normal peacetime use ci the

communication resources concerned.

A basic CD organization, concept of operations, and an operations
plan developed by the county and state are essential tn, and must
be developed in advance of, the determination of communications
requirements. These must be developed well in advance ol any

emergency.

The funding support for CD capabilities and facilities (including
communications) will vary app.eciably with the potential threat
and the financial ability of the county and state concerned. In
the continued absence of grave international tension and immediate
threats of nuclear attack, the allocations of funds at the ftederal,
state, and local levels will become increasingly limited. Accord-
ingly, plans for CD communications systems shculd be developed

from an austere viewpoint.

The most important factor in determining the num' = of circuit
terminals in each ei ment (node) of the CD organization is the
command decisi~n (by the executive authorities and as recommended
by the administrative and ci authorities) concerning the desired
grade of communication service required during an emergency sit-

uation.

The number of inco. - rated communities and CD supporting agencies
in the county, counties in a state subdivision, and number of
state subdivisions ss well as the needlines among these nodes,

are central in the cowmunications.
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Normally, the communications facilitlies devoted to Public Safety
or Emersoncy Services (fire, police, engineering, transportation,
ambulance, etc.) will not be diverted for other functional pur-
poses-—except for the transmission of FLASH eme:gency messages--
if other means are available., These facilities may be used

as a bazkup means of communication if the primary means fails.
The veiricles ascsociated with such nets mayv be deployed for emer-
gency linkage during intensive fallout radiation and especially
if such communication can be conducted by remote control from

inside adjacent protected EOCs or shelters.

The CD communications requirements of a county can be divided into
three option categories that vary in the elaborateness of the
services and equipment provided. These categories are generally:
{(a) a basic minimum set of requirements--the absolute minimum
irrespective of grade of service, (b) requirements necessary to
provide an 'intermediate" grade of service (maximum Celay time

of 2 min 24 sec for the transmission of FLASH emergency messages),
and (c¢) requircments necessary to provide an "optimum" grade of
service (maximum delay time of 1 min 12 sec for transmission of
FLASH cmergency messages.) Choices among these options are iade
by command decision, taking into account the existing communica-
tions resources, the costs of providing the various grades of
service, and the availability of funds for civil defense. Options

above the minimum requirements of the state are also available.

Joint planning with the local and statewide telephone company,
public utalitics companies, and other CD-supporting agen-

cics is necessary to assure timely availability and maintenance

of emergency communications. Communication: planuning and provision

~1
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11.

of resources and capabilities to support civil defense must be
undertaken in peacetime; it may be too late when international

tension begins to increase or hostilities are imminent.

The responsibility for the design of the CD communications sys-
tem and the development of appropriate implementation programs
should be assigned to a Director for Communications, an indivi
dual having a comprehensive background in telecommunications--
preferably a full-time civil service employee in the county or
state concerned. He should be furnished adequate and qualified
staff support to conduct the necessary inventories, reviews and
estimates, and to prepare appropriate requirements programs and

assoclated operational plans and procedures.

Because of the innumerable variations in counties and states—-
including geographic size, terrain configuration, population dis-
tributions; numher of incovporated cities, countices, suburban

and rural areas; proximity to strategic targets; emphasis on civil
defense, CD orghnications and facilities; assigned emergency roles
and functions; and communication resources--it is impracticable

Lo prescribe a standard CD communications sys'em for each. The
communications requirements must be determined on a case-by-case
basis. The procedure given he:re for determining these require-

ments is based on this approach,




II11 PROCEDURE FOR DETERMINING COMMUNICATIONS REQUIREMENTS

The steps to be taken in determining CD communications requirements

for a county and state are as follows,

Step 1: Review the Potential Threat

The county or state under consideration should detlermine its proxim-
ity with respect tc strategic areas or potential point targets of an enemy
nuclear attack. The threat may consist of (a) the direct effects of a nu-
clear burst (blast, fire, initial radiation), (b) radioactive fallout from
the target area, or (c¢) the combined effects of both, State or federal
CD and military agencies can help to assess the magnitude of the potential
threat. This assessment will provide a basis for emphasizing and develop-

ing a CD posture and concept of operations,

Step 2: Review the (Civil Defense Organization and Concept of Operations

The planned emergerncy structure for c¢. il defense should be reviewed

1n detail, covering:

a, OUrganization

(1) official legislation authorizing the CD structure; setting
forth Ch emergency objectiives and policies; and assigning
overall peacetime and emergency responsibilities for CD
planning, wmplementation, and operations,

(2) The peacetime CD corganization including the roles and re-
snengibilities of the senior ¢h offxcxal,' the size and
omposition of his staff, and the peacetime location of

s offices and facilities,

*  For the purpeses of this texi, the titles senror (D official, Director
tor Civil Defense, or CD Coordinator are synonomous and mav be used i1n-
terchangeably,

2
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3 (3) The emergency CD organization, including:

(a) The organization, roles, and responsibilities of the
Director for Civil Defense and the Emergency Council
(if any), and their emergency locations--e.g., the

EOC and alternate EOQOC.

(b) The organiza ion, roles, and responsibilities of the
various staftf sectioviss and clements assigned to assist

the Director for Civil Defense; and the floor plan of

the locations of these staff sections in the EOCs, or

elsewhere.

(¢) The Emergency Public Safety and Service+« organization
(fire, nolice, engineering, medical, etc.) and the as-
signed ro’es and responsibilities of each service; the
hierarchical organization of each Emergency Service,
including the rcles and locations of subordinate eche-
lons, un.ts, or teams, and the territorial jurisdic-

tion of the subordinate echelons, as applicable.

(d) The locations of the EOUs of the incorporated munici-
palities, autonomous areas (state universities, federul
or state hospital complexes, federal reservations, etce.)

military bases, and state agencies or subdivisions lo-

cated in the county and state subdivisions, ‘he loca-

tions of EOCs of the county, state, and subdivisions.

(e) The roles and responsibilities of CD-supporting agencies,
thetr CD organization; and the locations of their stat?
elements, teams, and emergency operating offices. (Fx-
amples of CD-supporting agencies are the “ocal tele-
phone company, public utiltttes companies, laryge n-
dustrial plants, taxicab and other transportation
cempanies, led Cross, Salvation Armyv, and other volun-

teer agenciles or group:, military headquarters and in-

stallations.)

10




(f)

The direction and contrcl structiure,

channels for direction and cont:ol and coor

among Civil Defense Directors ard CD staffs

Federal, state, state subdivision, and c:

Directors, their EOCs; and pertinznt CD-

agencies,

Access to the Emergency Broadcast System
state and subdivisions and eccess by the
EBS stations and other radio and [V bros

tions in the county,

CD-supporting agercies in the state, sub

and county,

Operations centers for the Emergeuncy Scr

not in the EOC) and the emergency struct:

services down to subordinate cchelons, un

b, Concept of Operations

(v

(3

may

and recovery phases,

The current status of CU programs,

The published or unpublished official basi: CD co:
be mass evacuation of segments of the nopulat
of public fallout shelters, use of private (exped.

shelters, or a cembination of these.

Basic operations plans and annexes, pclicies, and
published by the state and county to iadic:te the

functions, and operations to be conducted »y the

%
ness Conditions,

* Descriptions of increasad readiness actions are given in Par

FCDG, July 1957.

11

indica:

ing the
ination
includ:ng:

unty CI

upporting

(EBS) hy
county to

cast sta-

ivision,

ices (:f
re of 1 ese

ts, and teams.

cept--vnich
on, usc

ent) hcae

arocedu -es

activit es,

~arious D
organizational elements during the preattack, pos 1ittack,

This includes SCPs for Incre ased Re :di-

.ncluding plarned augmen-

tations of CD capab.lities and facilities (EOCs, c¢tec.).

G, Chapt. 5,



{4) Actual liaison and coordination between the CD staff and
subordinate government departments; adjiacent county, state,
and feders! CD agencies or installations, privately owned

CD-supporting companies; and volunteer organizations.

(5) The status of CD indoctrination of the public and the re-
sults of any CD exercises conducted to date in the cournty

or state.

Step 3: Review Communications Doctrine and Develop Needlines Structure

a. Doctrine

A review is made of:
(1) The communications sectiocas or annex to tne basic county or

atate CD operations plan, or =epavate UD communications plans.

(2) Peacetime and planned emergency communications concepts and
procedures (S0Ps) including methods contemplated for message
preparation and transmissior {writlea or verbal); use of
operators and a message center in the BOO; use of formatted
messages and procedences; use of procedura. and tecnnicsal

t-affic controls: pre-emption authorizations; and other

items .
Note. 1f no emergency communi<cations plan or s0Ps exists, it

will be necessary to deveiop these in the process of determin-
tng cowvmunicgtions requiremeats.  osmples of the contents and
format of Emergency Communications Plans and =0Ps are given ia

Apprndices B and ¢ respeciivels of veivrence 3, and 1o refer-

ences & and 6,

) Needlines

A tsbulaition i3 made »f the operationsil agencies, {ail.ities or key ifn-
dividuals who must cosmunicate with cone another in accomplishing the D mis-

xion of the country, siale subdivistion, and state.
Exsmpies of D aeediine tahbulslions are giver in Tables 1, 2, end d

v

for Sants Cisra County, Mutumi A1d Region 11, and the state of Ualiforria,

resrectively. They are bases on the CD orgaaization, reles, geographic
dispeeiticn, and direction and contrnl and coordinaticn chanaels establ shed

for the participating departmonts, servives, suecoles, and vlements

ro
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Step 4: Investigate the Existing Communicetions Resources and Assess
Their Vulnerability to Nuclear Attack

a. Existing Communications Resources

The existing communications resources of the county and state should
be reviewed, particularly the communications planned for (1) the EOC,
(2) operating depertments or emergency services, (3) coordination with
higher and subo.dinate headquarters and adjacent states and counties,
(4) special functions, such as warning (intercity and intracity circuitry),
and (5) access to or connection with the EBS network. From this review
the vulnerability of these resources to a nearby nuclear attack should be

estimated. The resources review should cover the following:

(1) Materiel Resources

(a) Radio Systems

Identify by name (department or service served) base
station call signs, locations, output power or areas
of coverages, frequencies, number of channels, modes

of operation, and number of mobil vehicles:

State and county owneid radio systems and networks

(e.g., fire, police, public works, civil government),

Privately owned radio systems of CD-supporting com-
panies (e.g., telephone company, public utilities,
ambulance, railroad, aviation, taxicab, other

t{ransporiation services) in (he state and county,

* Radio links from the stule, state subdivision, or
county EOC to higher headquarvrters, adiacent state
and county EOCs, state and local service agencies
(e.g., state police, intercity fire, forestry serv-
ice nets, etc.)., Determine f state and county
vehicles can switch to and communicate on county,

special region, state, or national frequencies,
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Emergency RACES radio systems and equipment espe -
cially provided for CD use, and general incidence
and availability of amateur or citizens band radio

stations.

¢ Radio broadcast and television facilities in the
state or county (including EBS networks access as
well as the designated primary and alternate EBS
stations); location of transmitters and studios;
frequency allocations or channel assignments; out-

put power day and night; keying lines.

* Assess the vulnerability to blast damage of trans-
mitter antennas, buildings, access wire lines or
radio links, and emergency power resources of these
facilities, and determine increased survivability
requirements, #.g., hardening, burial, or increased

guving.

(b} Telephone System and Circuitry

Locations of telephone exchanges serving D facili-
ties (EOCs); and the viulnerability of such telephone

exchanges to nuclear attack.

* Telephone Company (Telco) outside plant distribu-
tion (overhead and buried) to (D facilities and

stimates of its vulnerability.

Types and routing of tell circuits to higher head-
quarters and FOCs of adijacent counties; availability
of alternative routings of these circuits; and es-
timates of svstem survivability in event of nuclear

attack.

Identtfication and directory (including telephone
numbers) of the existing telephone service to per-
tireat €D or Ch-supporting installations of the

state, subdivisions | or county.
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* Plans for emergency line-load control operations;
and criteria or lists of certain lines to CD agencies
and CD-supporting agencies, elements and installa-

tions, included in the "essential’ category.

* Emergency switcheoards and telephone terminals :in, and

trunks to, the various EOCs.

* Existing or planned private lines from the EOCs to
various CD installations, CD-supporting facilities,

and key individuals to meet emergency requirements,

{c) Special Pyrovisions for Communications

* Emergency standby power, Determine the exi .tence
and location of backup power units and fuel to fur-
nish emergency electrical power in the event of
commercial power failure at the various CD instaila-
tions. Estimate length of time that these units

can provide power for extended 1n-shelter periods.

* Antennas. Determine the existence or availability
of emergency antennas for radic sets (to replace
a.utennas that may be damsged by blast), and ¢ . alu-
ate the vulnerability of the existing antenna sys-

tems.

* Special equipment, Determine the existence or avail-
ability of (1) remote-conirol wire or ractio means
for operating mobile radio units “which may be lo-
cated adjacent to shelters during the in-shelter
phase), and (2) hanadie-talkies or other equipment
that might be used for communicaiions Lelween shel-

tered CD structures and special cmergency teams,
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{(2) Personnel Resources

Teview the planned sources and availability of co nunications
personnel (county employees, private company pers anel, indi-
vidual volunteers, citizens band, and amateur lic -ased radio
operators); their intended CD assignments (if any as well

as their level of training in CD communications ¢ :2rations,
and availability for employment as emergency comm nications
personnel. The files of the local FCC office shc id indi-
cate the names and locations of licensed radio op rators re-

siding 1n the county,

bh. Communications Plans and Programs

(1) Determine the designation and assignment of the emergenc)
Director of Communications, his role, and responsibilitics
in normal peacetime and in emergencies. His responsibilities
for peacetime and emergency communications planning, prepara-
tion of impilementation programs and operating procedures
should be ascertained, as well as his emerge- 'y location

(e.g., EOC) and staff organization there, -

(2) Review the published SOPs for communication: noting the
use of written messages, approved message fr mats, message
precedence allccations, user restrictions, 1 «ssage routing
restriclions, modes (voice or teletype), bre¢vity codes and
prosigns, circuit restoration priorities, normal o:sigin
pcints, and message routing for various types of unctional

messages (NUDET, RADEF, emergency messages, etc.);

(3) Determine the degree of coordination with the te’ phone com-

*
pany and other CD-supporting agencies. Discussi as should

+ Coordination with, and assistance from, the telephone compa: is es:ien-
tial in developing damage estimates. This includes ge.eral timates of
damage to telephone central office buildings and equipient various
blast overpressure levels; radiation protection factors; for ‘sonhel in
these buildings; and etfects, if any, of the thermal p:lse lting
from nearby nuclear detonations, An example of the assessm = of damage

to the local telephone system is given in Reference 3.




oe held with the pertinent CD Direc or, operat:ng depart-
@ental heads, representatives of t!' - local or i;tate tele-
phone company, public utilities coi .anies, Industrial Advis-
ory Committees and EBS stations, a: . other CD-:upporting
agencies--to determine priof arran; :ments for, our status of,

coordination and joint emergency cc¢ munication: planning,

(4) Determine the degree of financial : :d procurem:nt support
that can be expected for the overal CD prograi1 as well as
the proportionate allocations for ( ) communica:ions. Past,
current, and planned local, state, ind federal fiscal support
for procurement of CD communicatio! 3 equipment, the leasing
of circuits, and the compensation ¢ employees engaged to
CD wnrk should be reviewed. This : view will orovide a basis

for estimating the probable future wvailabilit- of funds for

program support and phasing.

(5) Review current planning and progratr - for augmeutation of civil

defense communications systems.

c. Inspection and Review

It is importent that first-hand observa® ons Lz mad: of communi-
cations installations and facilities. The pract. ability of achieving
communications should be verified in the EOCs anc »ther CD-s.ipporting in-

stallations. The following include the observat:_as that shohuld be made:
(1) Wwithin the installation, note and test the foilowing:

* The existence and operability of the telep® one and tele-
type switchboards and common-user or privaiz2-line ele-
phone and teletype terminals. The operabil:ity of ermi-
rals of state or county owned radio stetions, or t:e keying
of lines to such radio terminals if remote ‘rom th  in-
stalletion., This includes radio and wire l:nks fr:m the
EOC to emergency centers of operating depariments : nd

public safety services if not located in the EOC,
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®* The reception of the EBS station(s) by batterv-powered

transistor broadcast recelvers.

* The operability of the RACES radio sets and the quality i
of reception and transmission between the installation
enc its next higher or subordinate headquarters. Test

particularly the communications among the EOCs using the
assigned RACES sets.
* The communications handie-talkies available in EOCs

and those on the outside--~for the quality of communica-

tions between the EOC and nearby radio-equipped vehicles

(fire, police, etc.).

* The remote control of radio sets mounted in vehicles sta-
tioned outside the EOC (if remote-control capabilities

are provided).

(2) Within each pertinent EOC, note, test, and diagram (where

applicable) the following:

* The number and location of telephone and radio terminals
in the EOC with respect to the location of the CD Director,
staff sections, message center, and communications termi-
nals, and Emergency Services and CD-supporting agencies

representatives.
* The capacity and type of emergency switchboard.

* The planned number, availability, and the preassignments

*
of communications operators.

¢ Number of private lines from the EOC or eme. rency svitch
board to other installations ani individual: the number
of common user trunks to Telco =zentrsl offir :s and county

or state administrative (noneme gencl) switchboards; and

*+ See ''Directional and Control for Civil Defen:o Eme:gency Operatiors’
McGee and Preisser, SRI, March 1966, for in< rmatica concerning
the organization, operations, and personnel requirements for message
center operation: within the EQOC and other .ieadquarters echelons,
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the number and types of circuits to be called up in

emergencies,

¢ the location and type of facilities for communicating
with operating departments or public safety operations
centers (fire, police, public works, and other state or
county owned base radio stations and with radio-equipped

vehjcles),

* Facilities ¥or comnunicating with higher and subordinate
EOCs, the EBS network or station, and CD-supporting emer-
gency service points (for example, the telephone company's
em¢ "gency service center, and public utilities' emergency

repair offices).

* ile emergency iocation of the operating departments or
echelons, emergency services chiefs and their staffs, if
not located in the EQC; and the availabilityv of telephone

and/or radio circuits to thelr emergency cffices,

®* The emergency telephone directory for the EOC and for

calls to other CD installations,

d. Syster Assessment

I. is noted that Cornell Aeronautical Laboratery Eeport, Cal No. VP-
2269 -H-5, entitled 'Communications Researc. Study (Methods of tvs. - 1o1onj
Final Report'' dated Mav 1967 presents a method for making an initial
evaluation of comma id and control communications &t the lgﬁi‘ Ch jevel by
engineering analysis, The steps in the analysis cousist of data collection
for sy.tem definition, identification and analyses of requirements, an as-
segssment of attack damage to the system, and an engineering analysis to
evaluate the effectiveness and identify major system weaknesses. The appli-
cation of the above method to the county communications system under con-
sideration is most appropriate at this point, tc assure adequate data col-

lec.ion and determination of requirements,
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Step 5: Derive the Materiel™ Requirements for the CD Communicaticns Systems

The derivation of materiel requirements for the county, the state, and
state subdivisions is covered in separate subse: ions below: These tske into
account {a) requirements for communications systems and component subsystems
to support the CD concept of coperations and CD organization, (b) requirements
for system survivability, and {c) grade of communications service desired.
Option levels for requirements, (i.e., basic, intermediate, and optimum) to-

gether with supplementary facilities and services are also considered.

a, County Communications Materiel Requirements

(1) Concept of Operations and Organization

The following illustrate requirements based on two general

concepts ~f operation for civil defense:

Case 1, If the concept of operations is total mass evacua-
tion from the county on receipt of warning, the only communi-~

cations subsystems required are:

{(a) Circuits from warning points of higher headquarters
systems (state, federal) to a designated reception
point, (e.g.. the county EOC), and intracity links from
this reception point to EOCs of municipalities and

rural points in the county.

{b) The existing public safety and services networks (e.g,
police, fire, public work, public utilities, and civic
transportation radio nets) for guiding and assisting

in the evacuation of people to other areas,

(c) Linkage from the county ECC to the EBS station,
(d) Linkage from the county EQC to the state CD subdivision

(if « manned EQC remains in the county after mass evacua-

tion).

* Materiel requirements include circuits, equipments, and facilities,

25
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Kote: The mass evacuation of & county's population as a

concept of operations upon receipt of an extreme emergency

warning is considered unlikely.

Egse 2. If the CD concept of operation is based primarily
on the use of public and home shelters {and no mass evacua-

*
tion), the following subsystems will be required:

{a) Circuits from warning points of higher headquarters sys-
tems (state, federal) to the county EOC, and links to

the EOCs of municipalities and to selected rural points.

A communications system comprising :‘elephone and RACES
radio subsystems from the county EQOC to municipality
EOCs, state region EOC, adjacent cnunty EOCs, to the
alternate county EQC (if any), and tc nearby military
headquarters,

Emergency Services (police, fire, public works, trans-

portation, medical and ambulance} radio networks.

Links from the EOC tco emergency operating centers of
CD-supporting agencies--i.e,, the telephone company,
public utilities, ambulance companies, taxicab compan-
ies, and other designated commercial companies employ-

ing fixed base and vehicular radic systems,

Wire and radio backup links from the ECC to the EBS

station and other radio and TV stations in the county,

The provision of public shelters versus the use of home shelters (delib-
erate or expedient) are generally matters of municinal jursidiction and
decision. The county (in California) nas a mutual aid coordinating role,
and cannot direct the peacetime construction of public or private shelters
in the communities. However. the county must be prepared to arrange f{or
the relocation of segments of ‘he population that may be seriously threat-
ened by fire or other imminent disaster, and attempt to find alternate
shelter, by coordination with its communities, adjacent counties, or state
CD subdivision headquarters, if the level of rad ationh permits such move-
ment,




(f) Wire or radio links to state agencies in the county i

which have CD functions.

{g) Augi-ntation in the communications facilities and equip-
ment to increase system survivability against nucle-r
effects. ¥

Note: The needlines given in Step 3 indicate the elements
{(nodes which must be connected}.

(2) Survivability Requirements

Because of the vulnerability of communications installations
to the effects of nuclear blast, thermal pulse, and radiation

{(initial and fallout), additional facilities are required to i

assure continuity of communications. These include (1) the X

provision of backup means of communications (e.g., RACES
radio nets; and redundarncy and alternative routing of land-
lines); (2) the hardening of building structure and radio
towers, and the burial of wire lines and cables; and (3) the

provision of auxiliary backup electrical power equipment,

such as gasoline motor generators and fuel.

(3) Grade of Service and System Options

{a) Grade of Service

For the purpose of this text, grade of communications

'“,:':'i:'-
B
8
o
5

service is defined as the probability of esiuolishing

f'; communications between a cnliing party and a called

| party (that is the probability that onc will not find
an "all-circuits-bus, situation when initiating a call)
--~and the maxiwm probable delay time before establish-
ing such a connecticn and transmitting a high precedence

(FLASH) message.

(b) System Options

For any given communications system, the number of

circuits and the equipment will depend on the grade of

v 27




(4)

service desired. The choices depicted in this tevt are
given in three option categories: (1) a basic minimum

set of requirements, (2) requirements for an intermedi-
ate grade of service, and (3) requirements for an opti-

aum grade of service.

The basic minimum circuit and equipment requirements are the
absolute minimum requirements to provide CD communications
irrespective of the grade of service. For an intermediate
grade of service, the circuits and equipment requirements
are nased on a maximum delay time of 2 min 24 sec for high-
est precedence messages. For a practicable optimum grade of
service, the number of circuits and the equipment required
are based on a maximum delay time of 1 min 12 sec. The num-
bers can be varied to take account of economic feasibility
considerations and to provide supplementary facilities and

equipment for improved service,

Basic Minimum Requirements

The basic minimum circuit and equipment requirements are:
{a) EOC

Common-~user telephone connections or service between the
county EOC and (1) mun :ipal and state region EOC; (2)
key CD individuals (homes and offices); (3) the local
telephone company service of reporting center; (4) emer-
gency service centers of CD-suppo. ting agencies--includ-
ing public utility companies, ambulance services, hospi-
tals, and transportation companies (taxicab, bus,
tracking companies, etc.); (5) nearby military installa-
tions; (6) Red Cross, Salvation Army, and other disaster
relief agencies; (7) nearby Civil Air Patrol operations
centers; (B8) fire, police, and other CD-supporting
agencies of the county and state; and (9) EOCs of ad-
Jacent counties. (No provision is made for an emergency

switchboard in the EOC).

{b) RACES

Radio backup links from county EOC to EOCs of municipal-~
ities.
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(5>

(c)

(d)

(e)

Emergency Services

Base radio stations cperated from the EOC for fire, police,
and engineering services; or common-user telephcre circuits

to distant base radio stations.
EBS Station
One common-user cirenit from the WO +n the EBS station.

Other Agencies and Supporting Services

A common-user telephone line and a RACES radio iink from
the county EOC to the next higher CD headquarters--i.e.,

the state region.

Intermediate and Optimum Requirements

(a)

>

Cerrelation of Grade of Service and Determination of

Circuit Requirements

The number of circuits required between nodes of the
coun. EOC and of the municipalities, depends primarily
upon the acceptauble "grade of service' (previously de-
fined in terms of the time delays). The acceptable grade
of service is a mitter of comnand decision. To ascertain
the delay times upon which such decision can be based, a

"worst case” situation is ossumed, as follows:

®  One FLASH Emergency message 1s filed at each city EOC

for transmission to the couniy EOC.
* All such FLASH messages are filed simultancously.

* All messages are in the same format (Emergency Report
Form) and require a transmission time of i min. 2 scc.
* C oy "
cach., (Each message consists of 235 words and is trans-

mitted at a rate of 20 words per minute).

The average transmission and copy time for the FLASH Emergency Report

is thot

observed

in €D Exercise SIMO VI (i.e., | min 12 sec). See Rec-

tion II1, Volume I.
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For this "'worst case, the grade of service (delay
time) relationship to the number of circuits or
common-user terminal: (telephone or radio) can be

expressed as

tn
T = ~—
i

the elapsed time between the beginning of
of the first message and the receipt of the
last message of a vne-time group of messages

at the senior node (county EOC)

transmission time of one message (1 min

12 sec)

number of subordinate elements in the net-

workKks: or the total number of FLASH er -

gency messages in the one-time group filed

simultaneously at tue subordinate nodes

number of terminals of the receiving node

The relationship between the number of subordinate nodes in

a network, the delay

times and the number of terminals re-

quired at the receiving (semcr) headquarters is illustrated

in Figure 2.

For example, for the grade of service equiva-

lent to a maximum delay of 2 min 2.4 sec in the receipt of

the n (last message) at the county EQC, the number of mu-

nicipal EOCs cannot exceed two, if there is only one common-

user telephone terminal! 1n the county EOC (see graph line

1= 1).

If there are two common-user telephone terminals an

the county EOC, the number of municipal EOCs can be incressed

to four for the same grade of service (see 1 = 2), If the

number of common-user telephone terminals in the couunty EOC

is increased to three, the number of subordinate city EOCs

can be increased to six for

this same grade of service (see




= TIME DELAY

T

FIGURE 2

REQUIREMENTS: FOR COMMON-USER TELEPHONE TERMINALS
AS A FUNCTION OF ACCEPTABLE DELAY TIME AND THE NUMBER
OF SUBORDINATE ELEMENTS IN A COMMUNICATIONS NETWORK

n NUMBER CFf SUBORDINATE ELEMENTS IN A NETWORK

7.1
;
i~ Number of terminals at the receiving node.
® if the value for i is a froction or a mixed number, select the next higher
wholr number for 1.

SOURCE:  Stanford Research Institute.




liine 1 = 3). Thus, the grade of service c.a be increased by
providing the appropriate number of common-user circuits to

the senior headquarters.

(b) Example: Santa Clara County

An example is given using th; situation in Santa Clara
County, California. There are 15 incorporated municipal-
ities in the county. Assume that in a "worse case" situ-
ation all 15 city EOCs filed FLASH Emergency mescages
simul taneously for transmission to the County EOC. Assume
ttat each FLASH message required 1 min 12 sec to transmit.
If there were only one line to, and one receiving operator
in, the county EOC, the last message would be received

by the County CD Coordinator 15 x 1 min. 12 sec =

18 min O sec after the initation of the first call,

If there were two terminals and operstors at the county
EOC, this maximum delay time would t  redaced to one-half,
Similarly, each increase reduces the del:y time propor-
tionately. The criteria for an intermediate grade of
service is that the maximum delay time on the last FLASH
message in this worst case situation should not exceed

2 min 24 sec; and for an optimum grade of service, this

maximum delay time should not exceed 1 min 1? sec.

In the case of Sants Clara County, one common uscr tele-
phone terminal in the country EQOC would be the absolute
minimum. However, for an intermediate grade of service
(i.e., a time delay not to exceed 2 min 24 sec), the
number of common user trunk terminals in the county

EOC for communications to the municipality ECCs, using
the formula in the preceding paragraph, would be eight.
For the optimum grade of service 15 common user trunk
terminals would be required in the county BPOC switch-
board, to provide simultaneous (no -delay) circuit con-

nections from each municipal EOC,
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(c)

Determining Circuit and Operation Requirements

With Figure 2, and with the known number of municipal

EOCs in the county, the minimum number of circuits and

operators required in the county EOC for this county-

municipality EOC network can be determined for in:er-

mediate and optimum grades of service.

However, addi-

tional circuitry, both telephone and iadio, will also

be required at the county EOC, as indicated in Tables 4A
aud B to provide for communication to other agencies and

services in the numbers and types listed under the in-

termediate and optimum categories. A unit basis for

determining common user telephone circuit and RACES

network requirements for cach option category is listed

in Tavle 4B. The rationale for determining these re-

quirements is given in the next three pages.

(1)

Needlire and Type Circuit Correlation

In Tahle 4A a correlation is depicted between the

various needlines (given in Table 1) and the most

nrecticable types of circuits to implement these

needlines, Included are common user (CuU) and pri-

vate line (PL)Y telephone trunk circuits and ter-

minals, and radio transmitter-receiver (T/K) link-

to

ages. RACES links and nets are used primarily

back up wire circuits from the couniry EOC to its

municipelities, to adjacent counties, snd to the

cstate mutual aid region For primary or backup

radio cuimnudntications to county adepartmenits and

agencies {including public safety agencivs) the )

vxisting countv-owned radio comrunications fa-

Cilities will

normally be

used.




. m ®

vt e =

-

(11)

(1i1)

Traffic Circuit and Grade of Service Correlation

In Tabtle 4B a correlation is made among the FLASH
messages, needlines, and numbers of CU circuits,
and RACES stations required at the County BOC fo-
each grade of communications service. The FLASH
messages that would be generated during the trens-
and post-sttack phase, their rormats, routing,

and the communications systems employed for their
transmission are listed. The communications link-
ages in terms of CU telephone and RACES terminals
are shown fo: each grade of service, assuming the
"worst cese’ FLASH traffic situation described in
the preceding paragrenhs. The PL requirements for
each grade of <ervice are indicated in Table 443,
The radio terminals other than RACES are to bhe pro-
vided by the existing public safety or other county-

owned radio svstems

In the correlation shown in Table 4B, it is assumed
that no two types of FLASH messages will occur si-

zultaneously in the "worst-case’ situation.

Added Circuitry Requirements

Reference is mad2 to Note 12, Table 4A which 1n-
dicates that additional common user circuitry will
be required from the county BEOC to the FOUs of its
cities which have populations above certain sizes,
to cope with the increased expected ¥olumes of
traffic (of lower than FLASH precedence) between
these nodes.  For the intermedirate and optirum
categ ~.es these circuit spumcers will be as fol-
lows ~ for cities of 25,000 to 100,300 population,

net less than 2 CU* channels, for 100,000 to

These channeis may conasist of (U telephone and teletvpe chani: 1s Su

Summary Table I, reference '4.




(iv)

to 500,000 population, not less than 3 CU=*
channels; and for cities of 500,000 and above
not less than 7 CU* channels. Reference 14
contains the rationale for this &dded increase

in circuits,

The RACES radio nets are intended primarily to
back up the direction and control wire circuits,
They accordingly provide for increased communica-
tion system survivability in the event that prr-

tions of the telsphone system are d ge! or de-

stroyed.

Summar: »f Recuirements

App .ing the foregeing correlations, o« summary of
the minimum telephone trunk requirements for the
county BOC, and the numbers of racio stations in
cach county RACES net, s presented for each

grade of service,

» Minunmum Grade ¢! Service

1 CU telephone trunk ci-curt,

1 PLotelephone of 1t letvoe sorcuit for in-

creased attack warning {roo state readiness or
WARrnill. svstem,

1 RACES terminal for communica*ion to ail

municipaiitles 1n the county

I RACES terminal for communications to the
~tate or state regtron ROC, and to sdiacent
couniy EOCs .,

o Intermediate Grads ot Serviog

N CU telephone truak circurts {(whore N cguals
'3

Fhe number of munccipal:>ties eand autonn= o us
arcas 1o the ceunnt o that have BEOes)
Lote voadditronal (U telephone »nd ety pe
trunk circitts for Ccties above oo oano

1

stion (sce basas 1o Nete (2, fable 4A)




NI 0 TN

1 CU telephone trunk circuit for communica-
ticens to stete region ECC and adjacent county
EOCs.

1 PL telephone or teletype circuit for ion-
creased readiness or attack warning from state
warning system.

1 PI, to the EBS station.

PLS to base radio station dispatchers of County
Emergency Services, if not located in the EGC
{see Note 8, Teble 43).

1 RACES termingl in the state region RACES net
for communication to the state region BEOC and
BEQCs of adjacent counties.

1 RACES terminal for each County-to-Municipality
net where the number of nets eguais N (rcunded to
the next higher whcle number). 3

+ Optimum Grade of S¢rvice

N CU telephone trunk circuits.

1 to 6 additional CY telephone and teletype
trunk circuits for cities above 25,800 popu-
lation (see basis in Note 12, Table 5A}.

1 CU trunk circuit for communications to state
region and adjacent cconty EOCs.

1 PL telephone or teletvpe circuit for increased
readiness or attack warning from the state warn-
ing cystem,

PLs to the agencies listed in the "Optimum’
column in Table 9A.

1 RACES terminal in the state region RACES net
for communications to the state region EOC, and
to EOC's of adja.ent counties.

1 RACES terminal for each county-to-municipality
net wher: the number of nets equals N (rounded to
the next higher whole number). 5

The numbers of required CU and PL trunks and RACES terminals in the county

EOC are not rigid, but represent minimum requiremeats for each of the grade of

service categories given.

Listed on pages 32 and 33, reference 3, are supplementary optiounal fa-
cllities and services some of which could be added advantageously to the county's

requirements; these items should be revie ~d accordingly.
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Table 4A
COMMUNICATIONS CIRCUIT AND MATERIEL REQUIREMENTS

for
COUNTY (OPERATIONAL AREA)

Circuit and Materiel Requirements

¥ode and Element Minimum Intermediate Optimum
Wire Syvstem
Switchboard in EoCl 1 1
Private Line (PL) and Common User (CU) lines?
C~unty EOC tc:

Federal warning point {NAWAS! cyU U cuU

State warning point (bells and lights) PL PL PL

State mutual aid region ECC cu 1l or 2 CU* PL/1 or 2% CU

State departments and agencies3
Dept. of Justice TTY TTY TTY
Highway Patrol ‘o cu PL/CU
Highway (Const. & Maint.) CUY CU H
Forestry Service fcu cu cy
Water Resources ‘cu) cy cU
Fish & Game (Conservation) o) CU CU
Bealth & Welfare (incl. hospitals) ‘eu) C PL/CU+

Hq. military installations (in or near eyl .t) PL/CU+t
the county)

EOCs, adjaceni counties i) cu PL/CU+

Civil Air Patrol Operations Office (cu’ cu PL/CU?

Public utility service centers
Telephone fcu) CU PL/CU
Electricity & Gas {cu) U PL/CU
water B fcu) cu PL/CU

Emergency Broadcast Scrvice station® (CU) PL/CU PL/CU

Other radio and TV broadcasting stations® (CUz cu PL/CUt

Newspapez‘sD fcu) Cu CcuU

County depariments and agencies6
Alternate EOC { cu) cu PL/CU
Key county CD officials (cm Cy PL/CU
Mobile communications vans? {cu. Cu PL/CU
Police (Sheriff's Dept.) (cu) cu PL/CU
Fire service and district Hq. {cu) Ccu PL/CU
Highway maintenance {cu) cu PL/CU
County government transportation { cu) Cu PL/CU +
Public works (e.gineering) { cu) CuU PL/CU
Health & Med:cal (ambulence) {cu) CU PL/CU
Hospitals ({ CUS CU PL/CU
County screol dept. (CU? cu Ccu
Welfare dept. (CU Cu PL/CUt

* 2 CU circuits sre required if the county populatiocon exceeds 2 mil'icn,
t Thesc private lines arve optional.

Source: Stanford Research Institute,
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Table 4A (continued)
Circuit and Materie! Requirements:
by Option Cstegories
¥ode and Elexent Minimum Intermediate Opt .mum
Base radio stations of county Emergency
Services® (Cu) PL/CU PL/CU
Separate county RADEF monitoring
stations 10 {cu) cu PL/CU
CD - supporting (private) agencies” gCU\ Cu PL/CU*
American Red Cross \CL'j cu Ccu
Saivation Army (cu) Cu cu
Airport Operations Officell (cu) cy PL/CY
Commercial transportstion company
(dispatcher)l® {cy) cu cu
Taxicab companies (radio dispatcher) {cu) CU PL/Cu*
Incorporated municipalities . .
EOCs (cu) pPL/CU*? pL/cut?
Alternate EOCs (cu) cu 4]
Autonomous area POCsl128 {cu) cu PL/CU
Radio’3
County EOC to:
State mutual aid region EOC (RACES) T/R TR TN
State agencies: 14, 18
cp rocld T, R
Highway Patrol net S T/R
Forestry net 'I‘/R14 T/R
Div. of Highways net 1/r14 T/R
Intercity law enforcement nets (T/R) T/R T/R
Intercity fire nets (region, state, or
national) (T/R) T/R T/R
Mili*tary installatignel6 -~ T/R T/R
EOCs, adjecent countiesl? (RACES) (T/R) T/R T/R
FPublic utility service centers -- -— T/R*
Telephone - - T/R*
Electricity & Gas -- -- T/R*
Water -= -- T/R*
EBS statior T/R T/R T/R
Couniy departments & ngencies:6
Alternate BEOC (state region net-RACES) T/R T/R T/R
Mobile communications vans T/R T/R
Police Hq.® T/R T/R
Fire Hq. Y T/R T/R
Highway maintenanced ) T/R T/R
County transgortationb T/R T/R
Public works T/R T/R
Health & medical (mnbullmce)8 T/R T/R
Hospitals - T/R*
* Private line and radic static..s optimal.
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Table 4A (continued)

Circuit and Materiel Requirementa:
by Option Categories

Mode and Flement Minimum Intermediste Optimum

Base radio stations of county agenciesB - T/R T/R
Separate county RADEF monitoring

stationsl8 .- T/R T/R
CD-supporting {private) agencies

Commercial transpgrtationl® - -- T/Rx

Taxicsb companies - - T/R*
Airport Operations Office -- - T/ k*

Incorporated municipalities
County EOC {RACES)Z!

EOCs (RACES) ~ T/R T/R T/R
Alternate EOCs - -~ T/R
Autonomous Area BOCs - - /R
Broadcast receiver, EOC (tc receive EBS) -- R* Rx¥
Miscellaneou522
Backup motor generators (EOC, EBS Public
Safety Services) Required Required Required
Reserve fuel storage facility Required Required Required

-

TE R

An assumption is made that the BEOC and Communications Center (including
the switchboard) are collocated. The BOC switchboard should have suffi-
cient drops to serve the in-house subscribers (key officials, BOC staff
sections, message center, telephone and radio terminal operators), ex-
ternal private lines, and common-user trunks to commercial central of-
fices. The numbcr of common-user trunks to the EOC and the switch-

board capacity to terminate these trunks for the grade of service cor-
responding t¢ minimum, intermediate, snd optimum options should be about
equal to the total number of in-hous: iubscriber telephones divided by the
number opposite each coption as follows:

Total
Option In-House Subscribers
Minimum 4
Intermediate 3
Optimum ”

The symbols CU, PL, or T/R indicate the requirement for one common user (CU)
telephone terminal, one private line (PL) telephone terminal or one radio
transmitter-veceiver (TR) set respectively. Private lines include user-to-
user terminal civcuits and direct trunks from the EOC switchbcocard to distant
emergency switchboards or user terminals. Private lines will be furnished
only on an emergency call-up basis. Where the abbreviations PL/CU are used
they signify that a private line and a common-user circuit are boih required,
In t%e minimum option category only ecae CU telephone circuit and terminal are

indicated for the county EOC; the (CU) indicates needlines which .wust be served

by this one CU terminal (see page
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10.

11.

12.

12a.

13.

Table 4A (continued)

The egencies of the state departments pertein to state-owned installa-
tions in or near the county which have CD roles or can provide alter-
nate channels of communication to other counties, regions, or state
CD agencies.

These service centers pertsin to public or privately owned utilities
which serve more than one municipality in the county.

The EBS station designated to serve the county.

These include county departments headquarters, and field installations
plus service stiorage vards located at a distance from the county EQOC--
from which the dispatch or control of pertinent services can be accom-
plished.

It is assumed that the existing emergency communications mobile vans can
be connected into the commercial telephone systems,

This pertains to the location of the radic ~.spatcher (operator) of the
main base radio station of each county emergency service which may be
located at a distence from the EOC Communications Center,

This concerns county RADEF moritcr.ng stations which are not part of nor
use the communications facilities of other CD emergency services such as
fire, police, forestry service networks.

This pertains to emergency service centers of private company installa-
tions and plants that are located in unincorporated areas of the county,
and which furnish their own fire, police, transportation, and shelter
facilities along with associated communicastions facilities.

This concerns commercial airports which may be located in the county.

The number of trunk circuits between the county EOC and each cf the EQCs
of its municipalities may vary with the size of the municipali+v. In
the intermediate and optimum option categories these numbers w.ll be -
for cities of 25,000 to 100,000 population not less thar 2 CU channels;
100,000 to 500,000 population rot less than 3 CU channels; for cities

of 500,000 to one million or more not less than 7 CU channels. These
may be CU telephone or teletype channels (see reference 14).

There may be autonomous areas such as state or private univorsities,
and federal or state hospitals which may furnish internal fire, police,

transportation, and police services and shelter.

Radio facilities may consist of a radio receiver (R) only (for monitoring),
or transmitter-receiver station (T/R) for two way communications.
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14,

15,

16.

17.

18.

19.

20.

21.

22,

*

Table 4A (concluded)

This refers tc siste CD-supporting installations which ere locsted in
the county. Transmitter/Receiver installations are made where the
agercy has a radiological monitor and reporti.g role into the county.

This refers to the state civil defense EOC (e.g., Cslifornia Disaster
Offices).

Equipment for this link will must probably be provided by the military
agency.

The assumption is made that escii EOC has 8 RACES radio terminal in the
state mutual aid region RACES net.

This pertains to sepsrate RADEF monitoring stations which do not have
access to telephone service,

The radic facilities of private or commercial transportation compsnies
by FCC regulations can be used only in connection with transportation
services.

This refers to base ritdio stations of taxicab companies which operate
in more than one municioality.

The number of RACES radic transmitter receivers in the county BOC for
communications with the EOCs of incorporated municipalities depend upon
the grade of service selected. This grade of service depends in turn

on the number of "ACES nets, and maximum number of stations in each net,
For an intermediate grade of service, not more than nine stations should
be in a net--and thus Municipal EOCs/9 T/Rs are required in the ccanty
EDC. For an optimum grade of ~~rvice Municipal EOCs/5 T/Rs are required
in the county EOC. The "worse case” time delay for the last FLASH mes-
sage in each net, with trained operators, accordingly would be 4 min

48 sec and 9 min 36 sec respectively. These time delays are considered
quite adequate in view of the alternative routes available, and improba-
bility of the "worst case'’ situation occurring.

"Miscellaneous" includes supplemeni.ry facilities and services described
in pages 22-34 "Civil Defense Communications: A Methodology for Deter-
mining Reyuirements for a Community' (see referc.ce 3).

Radio equipments optional,
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Table 4

FLASH MESSAGE SUMMARY, NEEDLINK

¥lash Number of §
Message & Required
Format Routing Comm, System Used Needlines Minimum

i Attack warning-ER

NAWAS wng Point
State Region to County !DOJ Teletype & 1 1
Bells and Lights
County to Municipalities CU Telephone 1 from the County EOC to each 1
municipality EOC
County to Unincorporated County Sheriff Radio 1 from the County EOC to each
village System sheriffs office in ezch
County to Public EBS -~
Deploy Emergency Co. EOC (Emergency Service Emergency Service 1 from the Co. ECC to each Emer-
Service Teums-ER Chiefs) to county Public Radio Netvorks gency Svc establishment or
. Safety. Utilities and deployed team
other Emerg Svcs establish-
ments EQC Pvt line to Telco 1
Nuclear Detonation Fach municipelity EOC CU telephone 1 from each municipality EOC 1
Report NR to County EOC RACES net? to Co, EOC
County EOC to State Region CU telephone 1
EOC BACES net? 1
Immediate Damage & Each Municipality EOC to CU telephone 1 from each municiyality to 1
Cagualty County EOC RACES net Co. EOC
Assersrent -ER County EOC to S:iate CU telephone 1
Region EOC RACES net 1
‘R Uncontrollable fires Each municipality EOC to County and regional 1 from each municipality to C~. EOC
Report-ER County EOC fire radio notworks
(BOS-HIFIRE 7-8-8) County EOC to State Region County and regional 1
EQC fire radio networks
Request for Each municipality EOC to CU Telephone 1 from each municipality EXX 1 -
Immediate Aid County EOC RACES to Co. EOC
(Fire, Rescue, Medical,
Re sedial Movement)-ER
Coordination for County EOC to County Emergency Services 1 from the Co. EOC to each 'o.
Immediate Aid Emergency Svcs Teams Radio Networiks Emergency Service establishment
or deployed team
warning of Impending State Region EOC to Co. EOC CU telephone i 1
Fallout Arrival-ER RACES
Ce. EOC to Municipality EOCs CU telephone 1 from Co. EOC to EOC of each 1
RACES municipality
Critical Increase Each municipality EOC CU telephone 1 from each municipality EOC to 1
in Radiation Levels-RR to Co. EOC RACES Co. EOC
Each County Monitor to Emergency Svcs 1 from each monitor to Co. EOC
Co. EOC Radio
Co. EOC to State Region EOC CU telephone 1 1
RACES
Requests for Each municipality EOC to CU telephone 1 from each municipal EOC t- 1
Remedial Movement Co. EQC RACES Co. EOC
Aid & CGuidance-ER
Coordination and Co. nUC to muaicipalities CU. RACES 1 from Co, EOC to each municipelity 1
Dirvections for EOCs EOC
Remedial Movement -ER Co. EOC to adjacent county U, RACES 1 from Co, FOC to e¢ach municipality 1
FOCs EQC
Co. EOC to State Region CU, RACES 1 from Co. EQC to each municipality i
EOCs EOC
vo. EOC to Co. emergency Emergency Services 1 from Co, EOC to each county 1
Sves (police, transporta- Radio Nets emergency servjces inatallation
tion, medical, engineering) or deployed vehicies.
Maximum circuit & RACES .cquirements for any ome worst case &altuation 1

f




Table 4B

SUMMARY, NEEDLINES AND CIRCUIT CORRELATIONS~-FOR COUNTY

Number of Common User Circuits
Required by Grade of Service

Maximum Number of RACES
T/R Stations Per Net

Minimum Intermediate Optimum Minimum Intermediste Optimum
1 1 1
1 N N
2
Pr -
1 N N
2 N N/9 N/5
1 1 1
1 T/R 1 T/R 1 T/R
1 N N
2 N N -
9 5
1 1 1
1 T/R 1 T/R 1 T/R
1 N B
2 N N N
9 5
1 1 1 1 T/R 1 T/R 1 T/R
1 N N
2 N N N
9 5
1 N T
2 N N9 N D
1 1 1
1 T/R 1 T/R 1 TR
1 N N
2 N N N
[} 7
1 N N
2 N N9 N5
i 1 1
1 T'R 1 T/k 1 TR
1 i 1
1 N N
z N N N
) )
1 TN N N N TN
Z 5 5

Remarks

1. These cnlumns indicate the minimum number of
Common User telephone trunk terminaticns required
in the County EOC for the respective grades of
~ervice --for each type flash message listed.
1nese numbers are not added vertically for earh
seperate message because it is assumed that no
two types of flash message will occur at the same
time; slthough all of one type may be called in
simultaneously under the assumed "worst case’
situation,

2. N equals the number of municipality and auton-
omous area EOCs in the county.

3. See note 21, Table 4A.

4, The county EOC will have one T/R in the State
Region RACES net.

General

The requirements for private telephone and tele-
type lines (PL), additional Common User (CU)
telephone circuits to cope with precedence traffic
in cities of populations above 25,000, and county-
ownrd radio links, are indicated in Table 4A

unJer the r.spective grade of service categories.

Flash message formats i 'ude:
* ER -~ Emergency Reports

* NR - Nuclear Detonation Reports
* RR -~ Radiation Reports




(d) Special Considerations

Although Tables 4A and B cover overall require-
ments, there are special considerations concerning
- _? RACES radio networks and supplementary facilities

and services that shonld be taken into account before

final decisions are made:

¢« An alternstive to providing a special emergency

switchboard in the county EQOC would be to furnish

, siubscriber lines from the telephone terminals in
,j{ the EOC of the various staff and operating positions,
through a protected buried cable to the telephone
companyv central office.
Y‘k 5  If the county owns or operates a separate switch-

board to serve the civic administration, tie-lines
sho'1ld be established between this switchboard and
the emergency CD switchboard in the EQC to provide

B alternate routing and channels

P * Base radio stations used for the Emergency Services
(fire. police, public works, sud civic transporta-

tion) are best located in the EOC. However, private

Aﬁiﬁ } lines for keving and controls and backup radio link
ﬁb should be provided between the BOC and anv of these

stations that are at tocations distant from the EOC.

« Radio receivers and transmitters cepable of monitor-
ing and heving access into state police, intercity
T fire, forestry service, or other official state, or

national =afetv or service radio networks should oe

-
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provided in the EOC as alternative means for the
receipt of warning, direction and contvol, intelli-
gence, anua other emergency information from higher

headquar:iers and ad acent county EOCs,

¢ Terminal facil:ities snould be provided in the co.inty
EOC for receipt of emergelicy warning signals and
narrative {(teletype) information on any special net-
works (e.g., state CD microwave or wire teletype

networks) established by the state,

(e) RACES Radio Networks

For the optimum option, RACES radio nets should consist
of no more than five stations total in each net--on
headquarters net control statioin and tour subordinate
sialions.‘ For the intermediate option, each net sthould
not consist of more than nine stations, The provision
of these nets 1s based on the assumption that adequate
numbers of clear radio freguencies would be availaile
fer these nets, [t the radio frequencies are not!t avarl-
able, the number of RACES radio stations 1 each net
wily have te be increased--bu: should not exceed 30

stations per net 1 any case,

The number of radic frequencies that can be oascd wali de
pend oi radio 1pnterference among the prescribed nets,
Interference 1s a function of the proxtmaiy, frequenc.,
&nd power emissions of the various RACES radio stations,
interference potenttal can be ver.fied oniy by actusal

tests of candidate radio equripments ot site,

L

For

egch

tnstance. in the BEQC there would be oune net control HY RS se! for

four subordinate munteipalaty Es.
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(£)

(g)

The county EOC and subordinate county in-

should be provided with expedient backup
lead~ins (transmission lines) for the RA
can be easily installed, to ensure quick
of operations in the event of .damage to

antennas.

Emegggncy Services Radio Networks

County-owned radio stations and radio-ecq
of the existing fire, police, public wor
government radio nets--as well as those

owned ambulance services, hospitals, med
and iand transportation services--will i
used to support their parent organizatic
gency. No more than 30 radio-equipped v
be assigned to any one net or frequency

availability permits, These vehicles st
be -assigned to specific locations during
and postattack periods to provide additi
cations backup (when practicable) to the
system (except when dispatched by the ck

spective emergency services for function

Privately owned CD-supporting companies,
public utilities, telephone company, and
have their own emergency service centers

munications to their own vehicles.

-uld nor

tallatic
antenna:
ES sets

restora’

he perm:

ipped v.

s, and

- f prive

cal ser.
genere’
s in an
hicles
f frequ-

the tre
nal com
communi:
2f3 of

. opersa

such a:

water c::

and read:

ns
and

that

ion

nent

hicles

ity

ely
ices,
be

emer-

-hould

ncy

ally

sattack
uni-

ations

.he re-

ions).

the
mpany,

o com-~

These emergercy or

service centers should be connected by private line

to the EOC.

Coordination with the Federal Communications

nmmission

(FCC)

FCC Rules and Regulations provide for spnecif pe

sible CD communications for various types of

adi

works, and prescribe the procedure and forms or

47
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pertinent FCC authorization Theses Rigle and Rogusa
ti1ons prescribe the use of certamn licensed communica-
tion facilities in accordance with category of message

and service class. A detailed listing of the agencies

R

and activities comprising the various safety and special
radio services is contained in Parts 8§, 91, 93, 95,

and 97 of FCC Rules and Regulations,

The networks of amateur - itions operate in the Radio
Amateur Civil Emergency Service (RACES) in accordance

: with an FCC approved Civil Defense Communications Plan.
Local CD authorities may establish and secure authoriza-

tion of RACES networks by drafting Communications Plans

PRI

in accordance with the Commission's RACES Rules, and
forwarding the plan and application for "Authorization

tc Gpercate Stations' to the FCC via State and Federal

b DA O Al

Civil Defense Offices. See Subpart ¥, Part 97, "1ce

proEw"

¢ e

Rules and Regulations,” pertaining to KACES plans,

authorization, and procedures,

(6) Supplementary ¥Fac.lities and Services

If decision-makers wish to improve t'e grade of service for
increased operational responsiveness and coordination amonyg
CD elements, and for incrcased system survivability above

that provided by the equipment listed in the optimum category

J o
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certann

can

be based on
proximity of the county to 8 strategic target),
ility of fallout on

pclicies of the county,

addurtronal Oh communications Iacilities and services

programmed. Decisions to include these items would

the availability of funds, the threat (i.e., the

the prohab-
the county after an attack, and the CD

Such additional facilities could

include (not listed in order of pr..rity):

(a)

(b)

(c)

(d)

Remote-control equipment that would enable vehicles
located ocutside shellers to be operated from within

the shelters,

Backup radico links that would connect the EOC to the
emergency service centers of the telephone and cther
public utilities, w0 taxicab base radio stations, and
to other CD-supporting private companies in the com-

munity.

Paired handie-talkie radio sets for each county shel-
tered installation for communications with nearby de-

ploved emergency service teams,

Sound-powered or local battery, and magneto signaling
field telephones to be used with the private lines in
lieu of common battery cial-type or magnhual-type tele-
the event

phones (in that central office switching

equipment or butteries are damaged).

19




()

(g)

(h)

(i)

)

Anplifier megaphones for use by the rolice
control during emergency remedial evacuati
control of local joint operations (e.g., s
rescue, firefighting, evacuation, and guid
the postattack phase,.

»

A high power receiver, amplifier, and louc
tem for the EOC for reception of broadcas:?
local EBS station or for long-distance rec

remote EBS station broadcasts,

Burial of overhead telephone subscriber lc

aerial cables or wire lines that carry the

of the EOC.

Backup power facilities and fuel supplies
EOC to assure at least a two-weeks' suppl:
cal power--for direct use, or for chargin;

batteries.

Private lines from the EOC to hospitals, :

*
reception centers, medical centers, the

office, nearby military facilities, and th:

adjacent communities.

Designation of an alternate EOC and provi:

emergency manual switchboard, private and

for traffic
-n, and for
~arch and

ance) during

peaker sys-
3 from the

sption of

'ps and

CD circuitry

Jor each
of electri-

storage

isualty and
ied Cress

> EOCs of

ion of an

ommon~user

circuits, and telephone and radio facilitics that

partially duplicate those in the main EOC,

Private

lines and backup radio links between the mtin and al-

ternate EOCs would also be included.

Procurement of additional items could also be programmed to

meet the necds of future increases,

* For use also in the event of natural disasters.
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Zi:ate and ¢ Subdivision Compunications Materiel Re-

,direments

(1)

Concepts of Opesation

In general,

the basic concept of operations o:

include:

(a)

(b)

(c)

(d)

(e)

(f)

If the geographic size and number of counties .

great,

fornia has established six civil defense mutua’

Alerting and directing all political sul

and agencies in the state to assume incr

readiness conrditions.

Receiving and disseminating official at:
to all political subdivisions and the g«

via the NAWAS, state warning, and EBS s:

Making maximum use of fallout shelters (

private) as the basic lifesaving measure

Receiving and transmitting to higher anc
quarters, as appropriate, intelligence i
concerning nuclear detonations, damage &

fallout movement and contamination, fire

status of resources and utilities, and r:

aid and assistance beyond the capabiliti

nate elements.

Requesting aid and resources from federa

(if necessary), allocating available res.

ordinate CD subdivisions,
operations among its major CD subdivisio

operating departments,

Allocating rescurces and coordinating pos:

covei ~pereations.

the state may establish CD subdivisions

and coordinati:

the stote wil!

livisions

raser:

ick warning
ieral public

tems,

sublic and

lower head-
formation

d casualties,
situations,
quests for

s of subord?

authorities
urces (o sub-
g mutusl aid

s and emergen.y

tattack re-

re sufficiently
{e.g., 7ali-

aid regions,

each containing e designated number of contiguous counties),
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(2)

The orgesnization, roles, and concepts of oporations for these
state CD subdivisions would be similar :o tiiose of rthe state
{except for the trsnsmission of initial reacdiness condition

and attack warning signals to counties and municipsz:ities).

Grade of Service and Materiel Options

Because of the fundamental lifesaving rospoasibilii{; and
guiding role of the state in developing an «ffectiv.: CD
posture gmong and within its CD,and political subd:isisions
(region, county, municipalities), the s:tate must acsure
adequate and survivable communications down to and among
these echelons. 1In the conduct of its operutions, :reat
numbers of high precedence messagés can be oxpectec¢. Thue,
with respect to materiel requirements, the oxistin: state-
owned and operated systems must be integratsd and : tilized
to the maximdm, and augmented by commercial and am: teur
capabilities as necessary to assure a high grade o service,
Accordingly, in Table 5 only the unit basis for a : inimum
set of requirements for a high grade of =service is given.
The unit numbers may be increased or sugmentations mnade feor

particular reasons unique to each state or CD subd.vision.

The basis for selecting the number and typeus of ci:cuits

tabulated in Table 5 is:

(a) the state and state region needlines develop ents
depicted in Tables 2 and 3--which indicate t. 2 ele-

ments or nodes to be connected.

(b) the traffic characteristics and the grade of com-
munications service required--which dictate 'he numbver

and types of channels for each needline, and

(c) the existing state communications resources :nd the
need for system survivebility--whkich establi:h ad-
ditional numbers and types of circuit requir-d (e.g.,
RACES to back up Telco circuits).
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Tab e 5

MINIVUM COAMY NICATTONS CIRCUTT AND MATERIEL
REQUIREMENT. FOR THE STATE AND STATE REGION

Maiteriel Item Minimum (Unit Basis)

1. The State

Wire Communications

Switchboard in EOC! one

Telephone and teletype lines*

¢ State EOC to:
- Alternate FOC2 1 CU* Ty
- EOCs, stute CD regions 1 PL,*x 1 CU, 1 TTY*
- Alternate EOCs, state CD regioms 1 Ccu, 1 TTY
- State warning points 1 PL

- Key CD oi‘ficials3 -

other key personnel3 2 pL, 1 cu3
- EBS access 2 PL (1l input, 1 control) :
- EOCs, adjacent states' CD Hg 1 cCUu 8 ,j
- U.S. Weather Bureau offices? 1 cu, 1 TTY E
- Federal government agencies rep- ;
i’ resented (Senior Hq in state) 1 Cu
- Senior military services Hg 1 CU

- Scntor reporting (service) center,
Telephone Company 1PL, I CU

- Local public uwrrities service : -4
renters

Te lephone company 1 PL, 1 CU
; Elcctricity and gas 1 PL, 1 CU
}
! Water 1 P, 1 CU

* The wire circutts are classified as common user (CU) which can be
switched to interconnect all subscribers; private line (PL) which
connects only two individuals or private switchboards and restricts
calls to specific individuals who may use the line; and teletype
(TTY) for teletype service. Radio teletype circuits are abbrevi-
ated RATT.




fats e

Materiel Item

MYinitmum (Unit Basis)

- Emergency He of D participating
state agencies' senilor executives
represented in Etate EOC

- Emergency Hg of CD-supporting non-
state agencies (Red-Cross, Salva-
ti~n Army, etc.)

- Senior Emergency Hq of statewide
indusirial organizations pertain-
ing to transportation - bus,
trucking, air, railread

- Federal Region EQOC
- NAWAS
~ NACOM-1

e Alternate state EOC

- Switchboard

- To cther agenciesS

¢« Emergency Hg of participating state
departments t -

- Senior Hg of pertinent distrnicts,
zores, or subareas of their de-

partments 1n each state 1eglon

- Mobile communications vans,
access to the
system

heving
commercial telephone

¢ Access into state owned or leased
switched wire systems

* Dial TWX service
Radio
e SLHLL LUl LO:

Alternate state EOC (RACES)

- EOCs of state CD subdivisions (re-
glions) (RACES)

- NACOM-2

Two CU circuits to Federal Region if state
million (sec reference 14).

T/R, adiv transmitter-receiver,

RATT, radio teletype circuit.

H4

1 PL, 1 CU

1 Cu

L PL, 1 or 2 CU,* 1 TTY

1 PL

one
1 CU 1 TTY to Federal
1 CU to .cach agency connected
the ma:n State EOC

Repion

to

1 Cu

I U

1 PL

I TTY

T/Rt

voice

T/R voice and RATT?t

voloe

T/R -

population exceeds two




Tabvie 3 {continued)

Materiel Item Mini .um (Unit Basis)

- State agencies radio network (ac-
cess into)

- Fire nets {intercity, statewide,
and national) T/R - voice

-~ State police or highway patrol net /R - voice

- Intercity law enforcement (state-
wide net) T/R ~ voice per net

- Forestry, highway, conservation,
water resources, etc.” nets

- State common user microwave or

switched radio networks T/R
- Special state owned and operated

emergency networks T/R
- Commercial telephone-~radio service T/R
-~ Federal region EOC, and adjacent

states' EOCs T/R - voice and RATT
- EBS network (access to) T/R - voice
- Operations office, local airport T/R - voice
- Senior military Hq in stateb T/R - voice

* Alternate State EOC

~ Radio access into same nets as
state primary EOC T/R - vo:ce and RATT

Miscellaneous7

Back up electric power (at primary EOC,

alternate EOC) 1

Reserve fuel storage 1
Optionai items7

2. State CD Subdivision (Region)

Wire Communications Minimum Unit Basis)

Switchboard in EOC1 1
Telepiione and teletype lines
* Region EOC to:

- Alternate CD Region EOC (if any)2 2 CU

- State EOC (primary and alternate)2 PL, 1 or : CU,* 1 TTY

* 2 CU circuits are required if the population of the :tate regicn exc.:cds
2 million.l4

55




; Materye o Jrorm Minm (Unrt T }
b - Nearest warning point (NAWAS and
: state warning sy=tem) Iy
i
$ - ey CD offici1als3 per CD Region
E; Administrator I PL, 1 CU
¢ - Other key officials 1 CC
3
‘ - EBS station access I PL
- U.S. Weather Bureau Rawin St3tion?
(if in the region) 1 ¢cUu, 1 TTY
~ Federa! pgovernment agencies repre-
sented 1 CU
s - Senjour military bases in region 1 Cu
: - Senior reporting center, telephone
{ company 1in region I PL, L CU
- Public utiltities service
centers 1 Cu
] .
A Electricity and gas 1 PL, 1 CU
Water I CU
- wmevgency Ha ot field elements of
departments 1n region ((cCepresented
~ BOC) I PL, 1 CU
- Emergoency field Hy ot CD supporting
prencies (Red Cross, Salvation
1 Army, etcl) 1 U
&
- Mobile ¢mmunications vans (having
telephone access) 1 ¢
- Access 1nto state owned or leased
switched wire svstem I PL
[
Dial TWX =ervice I TTY
Radio
s« Reypion EOU to:
- BOCs, operational arcas (c.unties)
(RACES) TR Violoe
i

T




Table 5 (continued)

Materiel Item Minimum (711t Basis)

- State depe -~ nental radio networks
(access into) T/R voice per net

Fire (intercity) net

State police or highway police
net

Intercity law enforcement (state-
wide) net

Forestry, highvav, conservation,
water resouarces, etc.® nets

- EBS network (access into) T/R - voice

- State primary and alterrate EOC
(RACES) (and EOCs of adjacent re-
gions) T/R - voice and RATT

- Major military installations in
region T/R - voice
Miscellaneous7
Backup electric power (at EOC)

Reserve fuel storage

Notes:

1. The switchboard should have a sufficient number of drops tc provide
at least for the following:

a. Subscribers in the EOC
* CD Director - two telephones
¢« CD Emergency Council - one telephone
* Each functional staff section - one telephone
¢ Each senior representative of the public safety or ¢ her

operating state department represented in the resour =2s and
management grouping - one telephone
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Table 5 {contivued)
¢ Each senior representative of each federal government agency
: represented -~ one telephone

¢ Each senior representative of major industries, puolic utilities
or CD-supporting agency represented - one telephone

« Each telephone and radio operator position in the Communications
Center - cne telephone

« The message center - one telephone
s The ERS radio anunouncer (if present) - one telephone
b. Trunk circuits {rom the EOC
* Each private line to other agencies - one circuit terminal
« To the telephone central office(s) serving the EQC - one caircuit
terminal for each feour common user telephone terminals in the

EOC

The switchboard may be a manuvally operated, or be an automatic board
with one operator for information or private line switching services,

o

The ..'ernative state EOC need not have & switchboard. However, it
should have subscriber terminals in the main EOC switchboard, and
common-uscs subscriber lines to the nearest commercial central of-
fice. The number of these terminals and lines should be the total

of the fellowing: one for the EOC functional staff, plus onc each

for representatives planned tn be present in the alternate FOC:

the resources management and operations management state agencies,
operating federal government departments, and CD-suppor ag industrial
and private organizations; teletype circuits to the state regional
EOCs, tederal regional EOC, and U.S. Weather Bureau Rawin statioens,
and PL and CU circuits for access to local and state telephone company
service centers and other public utility emergency operations and
service centers.,

\]

.
N

Key CD officials include the Governor, CD Director, members of the
CD council, EOC staff section heads, senior executives of state
departmer‘s (especially of the public safety and other operating
departments), senior representatives of the resources and manage-
ment groups, designated representatives of major industries, state-
wide public utilities (especially of the telephone company), ana
“D-supporting agencies and volunteer and EOC personnel organizations
listed in the Emergency Alert list at the EOC, and in the Communica-
tions SOP. | PL should be provided from the EOC t» the Governor

and another to the State CD Director. To alert all other oftficials,
all available C' telephone and radio facilitics in the EOC should

be used,




1]
3

Table 5 (vencluded)

CU and TTY dairevet circuslt to U §S. Weather Buar. :u Rawin stations
tocated 1n the state (see FCDG, Part E, Ch 3, app 6, for leocations).

y

This includes acvess into all statewide radio networks operated by

v

the various st!oile agenciles.
Terminal to ke provided by the military service.

T..scellanecus includes the optional supplementary facilities and
services described in pages o2-31, reference 1.
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(3)

Concerning the numher of circuits required, the basic
prem.se as described on page 28, was the requirement
that the system be eble to transmit FLASH messages
within scceptable delav perinds (grade of service)--
which in the case of the state, should not exceed 1 min
12 seconds for anv one Emergency FLASH report. Con-
sideration is given also tc the circuits required for
the expeditiocus movement of large volumes of less urgent

traffic, as indicated in reference 14.

Table v correlates the FLASH message tratfic and the cir-
cuits regquired. It gives a summary of the FLASH messages
generated during the trans- and postattack phases coming
into or out of the state and state region EOCs; messgge
routings; the communications systems normally used in each
case; the numbers and types of telephone circuits, and
RACES stations required to assure the desired grade of
service, and probable message incidence. 1In any one FLASH
message situation, it will be noted that the greatest
number and types of circuits for the grade of service re-

quired, does not exceed that listed in Table 5.

Figures 3 and 4 depict schematically the minimum number of
landline circuit and radio station requirements between the
state EOC, the State Region EQC, and the agencies and ele-
ments with which theyv must communicate for effective and
timely CD communications. The minimum number of circuits
and stations depicted in Figures 3 and 4 are the same as

those listed in Table &,

Special Considerations

The alternative or optional items, RACES network items, and

coordination with FCC for approval of radio networks and
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their emergency utilization, that were reviewed in the pre-
vious paragraphs for the county,* are equally applicable

to the Statec and its CD subdivisions.

(4) Requirements Summary

After the unit requirements have been determined on the
basis of grade of service, svstem survivability, and op-
tional augmentations, an overall summary is made of major
items of equipment, circuits, and installations. The total
requirements minus the items on hand indicate the additional
number required to achieve the desired level of reasdiness

in materiel.

Step 6: Prepare communications Plans and Procedures

Communications plans and procedures are essential elements of communi-

cations requirements.

Communications plans and SOPs generally cover obijectives, policies,
and principles; organization roles and responsibilities; and provisions

for communications persconne! and operating procedures.

To assure integration, compatibility, and effective intertace of com-
munications operations among all .ements, these plans and SOPs must be
prepaved in close coordination with and cooperation among the designated
Director for Civil Defense, the chiefs of the public safetv departments
or services (fire, law enforcement, public works) and other participating
departments and agencies, as well as CD-supporting agencies including the
telephone company, public utilities, and other coimercial and voluntecr

agencies).

a. C(Civil Defense Communications Plan for Countyv or State

The CD Communications plan may appear as an annex to the Basic CD
Uperations plan, or as a separate correlated supporting plan The tormat

of the communications plan mav vary from county to connty and state to
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state, but certain essential elements should appear in all. Generally,
the county CD plan uses the same format as that of the state, and often
the municipal CD plans or annexes do also. Appendix B of this report pre-
sents a format and indicetes the contents of a county or state CD commu-
nications plan. The communication planning for the state CD subdivision

(e.g., mutual aid region) is included in the state communications plan.

b. Standard Operating Procedures (SOPs)

Standard operating procedures for communications are an essential
adjunct to communications plans. They cover procedural detgils pertaining
to the operations of the various elements of the CD communication systems.
No attempt is made in this text to present a model SOP. An example of the
format for a communications SOP is given in Appendix C, reference 4. The

items contained in communications SQOPs include the following:

e Increased readiness conditions, and actions to be taken by commu-
nications agencies staffs and personnel at each condition level, *
at respective EOCs in other CD comrunications installations and

facilit'es.

e Index of radio call signs, networks and frequencies of all radio

networks, (government, RACES, etc ) to be employed in CD operations.
» RACES Radio voice procedures, radio teletype procedures.
s Q signals, 1C-Code prosigns signals.

s Definition of bells-and-lights alerting and readiness conditions

signals; definition of federal attack warning signals.

» Approved message formats including NUDET, RADEF, Emergency, Re-

sources status message forms.

¢ Telephone CD directory, listing intra-office and inter-agency tele-
phone numbers for CD-EOCs and other CD-associated agencies’ staff

elements and key CD iudividuals

* Descriptions of increased readiness actions are given in Part G, Chap
Federal Civil Defense Guide, .July 1957

i
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¢ Alertiny call-up list, indicating sequence of individuals to be
callzd {rom the EOC upon receipt of change of readiness conditions

or attack warning.

¢ Teletype calls signs for TWX service if this teletype service is

available at the EOC.

¢ Telephone circuit and facilities call-up list upon increased

readiness conditions: includes private .ine and common user cir-
cuits, switchboard, and handsets to be provided by the telephone

company as planned.
® (Circuit restoration priority list, in event of circuit damage.
¢ Emergencyv assignment list of portable RACES radio sets,

* Emergency list aud location of radio-equipped velicles

of the publ:i  =safety and other participating services,

* Lists of telephone numbers and circuits to be placed on Essen-

tial Category (Category A) in event of line load control,

Rosters of communications personnel, their emergency assignments, v
; and bLusiness and home telephone numbers :n c¢vent of 1ncreased

readiness conditions,
®*  Geographic location code.

Brevity codes; authorized abbreviations,

¢  Schematic dragrams of state or county-owned or operated radio
and sire networks that are planned to be used during the emner-

r‘ sency period.
*  Vorce (radio and telerhone) message transmissions procedures.

i
' ¢ Message procedures and time standards; normal messape routing
;

for vartous types of messoges.,

* FIASH message handling, circutt preemption,




* Communications disciplihe provisions; authorized sy:'em operators

or users,

® General emergency instructions to the public concerning nonuse of

telephones, and listening to EBS transmissions.

c¢. General Planning Provisions

Because of the important role of the commer:ial teleph:::e system in
support of CD operations, coordination must be achieved betwi:en the CD
communications pianners and representati-2s of the telephon: company, An
example of the emergency capability of the telephone compan. and coordinated

CD planning requirements is given in Appendix D, Reference

The preparation of communications plans anc SOPs is cc: ducted coin-
cidentally with the determination of communicat:ons materic¢ requirements

because of their interrelationship,

Communications plans ard SOPs may be published &s sepa:rate texts and
in large quantity for distributior to all CD agencies and installations;
key civil officials; commercial agencies involved in CD operations or com-
munications; county and state government offices, departments, and sub-
divisions that may be involved in CD matters; vclunteer agencies; all
potential operating personnel; and subordinate cnd higher CD headquarters,
They should be used in peacetime for reference tnd guidance, for indoctri-
nation of personnel, and as texts for emergency communications training.
Parts of the CD communications plan may be extracted ve:bati:aa and included

in the SOPs so that the latter is a complete tert for i:struxtion purposes,.
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Appendix A

CHECK LIST FOR THE DETERMINATION AND
IMPLEMENTATION OF COMMUNICATIONS REQUIREMENTS

Feview potential threat
Review emergency organization for civil defense

Review the concept of civil defense; civil defense
doctrine (published or stated); and official CD

policies, plans, and SOrs
Review current (D communicaticn doctrine; draft needlines

Review existing communications resources and assess

their vulnerability to nuclesar attack:
a, Materiel resources
b. Personnel resources

c. Communications plans and SOPs; civic support,
provisions for coordinhation in the use of county-

owned, state-owned, and commercial communications
Derive communications materiel requirements
a. Establish basis for requirements:

(1) Determine general CD communications subsystems

required by correlation with organization, concept

of operations, and contemplated employment of

existing communications

(2) Determine or postulate acceptable grades of
service for the emergency communications

systems
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(3) Determine general requirements for increasing

survivability

b. Determine needs, inadequacies, and agumentations
required (in terms of circuits, networks, instal-
lations, tyvpe of eguipment, and survivability

measures) for the following systems:
(1) Warning systems communications

¢ Access to federal and state warning

systems
¢ County to city

(2) Public safety and other county or state
operating services communications systems
(to support the operations of the various

emergency functicns)

(3) Linkage from county or state and subdivision
EOCs to key individuals aad CD-supporting

agencies and services

(4) Linkage from county, state, or state sub-

division EOCs to

* Higher headquarters

¢ Adjacent county or state EOCs

* Alternate county or state EOCs
(5) Linkage to EBS station(s) or network

(6) RACES, and other amateur and citizen band

emergency networks (as planned)
(7) EOC internal communications facilities

c. Tabulate requirements for systems, circuits, and

equipment for:
(1) Basic minimum system
(2) Intermediate system (in the case of the

county
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et el

7.

8.

(3) Optimum system (in the case of the county)

(4) Optional additions for improved service

and survivability

d. Determine feasible additional circuits, equipment,

and facilities based on needs, funding avallability,

and judgment factors.
Prepare CD communications doc “rine

a. CD communications plans or communications annex

to basic operations plan
b, CD communications SOPs

c. Official instructions covering CD communications
crganization, management staffing, responsibilities,

and training

Prepare program to provide or procurr necessary circuits,

equipment, and facilities
a. Formulate program(s) for implementation

b, Determine costs

c, Submit program(s) to appropriate authorities

for approval and funding




éBpendix B
CIVIL DEFENSE COMMUNICATIONS PLAN

The civil defense communications plan should include the following

elements.

Introduction

Purpose

The purpose of the communications plan. For instance, the plan may
be designed (1) to furnish information and guidance to all governmental,

commercial, private, and volunteer agencies and to the general public

concerning the availability and use of communications facilities and re-
sources to support civil defense coperations during all phases of an emer-
gency situation; (2) to provide a basis for planning and implementing com-
munications programs and measures in advance of an emergency; and (3) to
provide for maximum coordination in CD communications planning and opera-
tions among officials, higher headnquarters, adjacent entities, military

agencies, and any designated special CD agencies, local, state, or federal,

§gggg. The subject matter covered in the plan, For example, the
subjects could be: (1) the organization, roles, and responsibilities of
the various communications elements and staffs in the CD organization;
(2) the concepts, policies, and procedures for communicalions in support
of CD operations; (3) the mobilization, assignment, and training of com-
munications personnel for and during CD emergencies; and (4) communications

information and data to be kept on file. {

Authorities and References !

The bagis authorization for the plan. This includes references to
federal, state, and county ordinances or official CD plansg; and to ordi-
nances, resolutions, and other enactments that give the provisions of the

plan the force of law,
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Situation

A statement from the basic CD operations plen indicating the reason
for the communications plan. This statement indicates in general terms

the nature of the threat to the community and to communications.

Mission

The peacetime and emergency communications missions of the designated
communications elements, This includes the responsibilities and tasks as-

signed to each element during each of the phases.

Organizatton and Functions

General. The general organization and functions of the departments
and agencies that are concerned with civil defense both in peacetime and
during the emergency period. Chart diagrams of the CD organization of
the state, state subdivisions, and county, indicating command and coordi-
nation channels, may be included. This chart should include the designa-
tion of supporting organizations, e.g,, military forces, American Red Cross

or others,

Coumunications Systems

The communications systems and networks that will provide warning
and communications service during the emergency period and the sgencies
to which they pertain (government, commercia), private, and amateur),
The peacetime and emergency functions and utilization of these systems

are briefly described.

Communications charts and diagrams should be included to indicate
both the circuitry and the direction-and-control and coordination chan-
nels from the EOC to higher headquarters, adjacent ertities, military
units, state agencies, and other CD-supporting agencies, These diagrams
should also depict the circuits and networks to be called up or activated
for the emergeuncy period, together with call signs, frequencies, and

other identifying or descriptive material.

76




Communications Organization and Functions During Peacetime

Identification of the chiefs and staffs of the agencies responsible
for peacetime CD communications operation, planning, training, and coor-
dination--and descriptions of their CD roles and responsibilicies. These
agencies include the CD agency, tihe Communications Department, the commu-
nications staffs of the public safety and other participating departments
(e.g., fire, police, public works), and elements of commercial aid private
organizations (e.g., telephone company, public utilities, water works,
private ambulance services), which are concerned with communications co-

*
ordination aud emergency planning.

Examples of tasks of the communications elements of a peacetime CD

agency are:

* Prepare emergency communications plans and SOPs, coordinating
with other departments, public utilities, the telephone company,
the EBS network or station, taxicab and other private agencies

as appropriate, and higher CD headquarters,

* Develop requirements programs and budgets, and procure approved

items of communications equipment.

* Arrange for installation and rental of private lines and other
communications services; maintain and operate, or test periodi-

cally, existing emergency equipment and circuits,

Prepare and distribute information to the public concerning

warning and appropriate comnunications procedures,

* Maintain files on communicationy personnel resources and assign-

ments, and on communications materisl resources and locations.

Kecruit and trein volunteer communications personnel (i.e.,
RACES and other radio amateurs) as well as designated city em-
plovees in CD communications procedures and operations; conduct

CD communications exercises,

* Communications plans for using amateur, or government-owned, and cer-
tain commercial radio systems i1n CD operations, together with appli-
cations for authorization to operate stations, must be submitted to
FCC as prescribed in 'FCC Rules and Regulations, '
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Communications Orsgntzatton and Functions Dur{ggﬁa CcD Emergencz

1. The emergency communications organization, This includes:

®* The Communications and Warning Section, located in the EOC

and alternate EQOC,

* The Operating Communications Section in the EOC and alternate

EOC, which may consist of message center personnel, and switch-

board, radio, and telephone operators,

* (Communications Sections of the police, fire, engineering, and
other Fmergency Services; and other operating departmental

networks located in the EOC.

* Representatives of the telephone company and public utili-~
ties located in the EOC, who are attached to, or coordinate
with, the Communications and Warning Section during the

emergeticy period,

¢* Representatives (announcers) of the EBS station or network

1 st the EOC,

¢ Assignments of communications chiefs and staffs, telephone
and radio (RACES) operators, and maintenance persoinel at
subordinate system echelons (e.g., alternate EOCs or mobile

communications centers, if any.)

2. The emergency roles and responsibilities of communications ele-

ments, These include the assgsigned role« and responsibilities of
% (a) the Director {or Communications at the EOC, (b) the chiefs
of the communicestions sections of the Emergency Services and

other operating departments,

The role and responsibilities of the Director for Communications

| might include:

* Supervising operation of all communications systems.

® Conducting the EOC and alternate EOC communications shd mos-

sage center operations.
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¢ Alerting and warning of CD emergency elements and agencies and

key officials, ;

¢ Achieving technical and opesratiocnal coordination with representa-
tives of CD-supporting communications organizations and elements

(telephone company and public utilities representatives).

* Maintaining data on the operetional status of the communications j
systems; informing the Director for Civil Defense concerning sys-
tem capabilities. deficiencies, and deamage; and making recommen-

dations as appropriate,

* Supervising aud ..suring (a) the adherence to communications dis-
cipline, and the use of operaiional and technical controls; (b) ex-
peditious movement of traffic; and (c¢) periodic testing of the

svstem for operability,

* (Joordinating with other staff sections and with higher author-

ity concerning communications matters or assistance required,

* Feormulating plans for the emergency restoration of dsmaged commu-

nications.
*  HKeassigning communications personnel as required

The chiefs of communications ele + ts of the Emergency Services and

vther operating department communications systems might be responsible for:

* dbservance of communtcations discipline and prescribed procedures

(S0Ps) .
*  The expeditious movement of communications traffic,
Continuous manning of their communications facilities.

* Maintenance and repair of thetir equipments,

¢ Progress reports to their headquarters or directors or managers on

the status of! communications.,

e  schedule f commuatications personpel as avatiable and as required

'
i

§

} for 24-hour svatem operation during the emergency period,
| \

%
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that are integrated into the city emergency organization; auxili-

aries; volunteers; and persons impressed intc service.

* The scurces for communications perscnnel will be: employees of
the communications department, and of the fire, police, public
works, and other specified departments, volunteer RACES amd other
amateur and citizens band radio operators; operators of privately
owned and commercial radio-equipped vehicles, and «f bsse radio

stations of CD-supporting companies,

* The Director for Civil Defense of the city may be subject to the
authority of the county CD Director during a war-caused state of
extreme emergency, in accordance with the terms of a Jjoint-powers
agreement among the county and the several cities within the
county, or as directed by the state, This relatiorship should

be clearly defined.

®* Coordination for the provision of interface (D communications
among city, county, state subdivision, state, and other designarted
CD agencies #ill De established in peacetime to assure timelv and

reliable communications during an emergency period,

General and Technical Informati. n

-
Information of a general ot technical nature, including:

1. Orgsnizaticnal and layvout diagrams of the FOC, alternate U,
public safety and other operating services, and Cl=supporting
agencies,; the diagrams will indicate teleplone, radio and tele-

type teraminals, switchboaru, etc,

2. Maps or overlavs showing the focations of the RO, alternate
FOC, headquarters or units of the public safets and ather operat-
thg services, KBRS station, telephone central offices, and emer-
gency service centiers of the telephone campany, public utilities,

and other CD-supporting orgsnizstions,

* This may be included in either the Communicaticns Plan or SOP or both
0 assist communice. "ions chiefs and operating personnel.
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3. Reference to Communications Standard Operating instructions (SOPs):

and to prescribed Readiness Conditions.

Direction and Control

A clear statement (supported by explanatory diagrams) of tie CD
emergency direction-end-control structure, command and coordination re-
lationships, and command channels from the governor cf the state down to

the Director for Civil Defense of the community,

Communication and Emergei.y Operat.on> Centers Locations

* The titles and geograpiiic locations of the peecetime headquarters:

- State: EOC and alternate X0(Us of the federal region, state,

state CD subdivisions.

- Countyv: FOC and alternate EOCs of the pertinent state CD sub-

division county, and its municipalities,.

e the chain of succession of direction and control in the event

the state EOCs are destroved or out of commun.o. ons,
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